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Chapter 3 

 

Aruba Central 
Aruba Central is a Software as a Service (SaaS) offering that provides simple, cost-effective, 
wireless, wired, and WAN management for Aruba Instant APs, switches, and gateways. Central 
also offers value added services such as customized guest access in addition to detailed location 
and service assurance analytics. With Aruba Central, distributed enterprises are operational in 
minutes rather than hours or days. Simple, functional, and workflow driven features simplify 
traditional management tasks which allows organizations to focus on value creation. Additional 
information about Central can be found on Aruba’s website. 

 

Key Features 
1. Unlimited and Immediate Scalability – There is virtually no limit to how many devices 

can be managed with Central since it is elastically scalable. 

1. Zero Impact Upgrades – Due to Central’s compartmentalized nature it gets upgraded 
without impacting any services. There are major upgrades every few month with some 
issues resolved on the go using hot fixes. 

2. Ease of Communication – Devices initiate communicate with Aruba Central via WebSocket 
and create a two-way communication channel allowing any communication by Central to 
be immediately delivered to devices.  

3. Cloud-based Solution – Central is hosted securely in cloud and does not require an on 
premise installation. This also eliminates the need to set up backup mechanisms since 
Central is a fully-redundant solution. 

4. Subscription based Model - Central is a subscription based model and does not require 
the substantial investment of traditional on premise solutions. Subscription based models 
do not require upfront costs and can be purchased in increments of one, three, or five 
years. 

5. Device Support – The Supported Device List increases with every release of Aruba Central. 

6. Evaluations – Free trials are available which allow organizations to test Central without 
requiring a full commitment. 

7. High Availability - Central automatically provisions and maintains a synchronous standby 
replica in a different availability zone which provides reliable redundancy in the cloud with 
a 99.95% uptime service level agreement. 

8. Versatile Capabilities – Central does far more than just network management. Additional 
applications include guest wireless, presence analytics, clarity, and UCC. 

9. Support Included - Support fees and software updates are bundled into Central 
subscriptions if the device is being managed through Central. This does not affect product 
hardware warranty or replacement. 

https://www.arubanetworks.com/assets/ds/DS_ArubaCentral.pdf
http://help.central.arubanetworks.com/latest/documentation/online_help/content/public_cloud/get_started/supported_devices.htm
https://www.arubanetworks.com/products/networking/management/central/eval/
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Architecture 
Aruba Central is deployed in a Virtual Private Cloud (VPC) within the data center of a leading public 
cloud provider. The physical infrastructure Aruba Central SaaS runs on is not shared with any 
other vendor. Central’s status can be checked at any time by visiting the following URL 
http://status.central.arubanetworks.com/. 

 
Figure 3-1 Aruba Central Architecture 

 

Device Communication 
Aruba devices connect to Aruba Central via HTTPS using Secure Sockets Layer (SSL) version 1.2 to 
protect against eavesdropping, tampering, and message forgery. All Aruba devices have a TPM 
module built in the hardware which controls the end device security at the hardware level. It can 
store certificates and keys for encryption which are used in the HTTPS tunnel to Central. Central 
only consumes management data from devices; user data is completely excluded from the 
communication plane between Central and devices. 

It is important to note that Central acts as a management server by pushing configuration down to 
the devices and consuming monitoring information from them via WebSocket. Management 
related messages such as configuration, image upgrade, and status are transmitted via WebSocket 
only to the master IAPs. Other messages such as AppRF, debug, support commands, RSSI 
information, Clarity etc. are sent via WebSocket to all IAPs, regardless of whether they are master 
or slave. 

If an IAP is connected to Central then its local UI is available, however configuration options will be 
blocked and Central retains absolute authority for configuration. If Central connectivity goes down 
due to Internet connectivity issues or subscription expiration, then the configuration options in 
the IAP’s local UI will be completely functional. When connectivity to Central is re-established it will 

http://status.central.arubanetworks.com/
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override any local configuration changes that were made during the time communication was lost. 
A list of the URLs that need to be opened in the firewall to permit Central to manage devices can 
be found here. 

 

Image Server 
Aruba Image Server communication takes place over HTTP. Aruba Instant images are digitally 
signed by an Aruba image signing Certificate Authority (CA) when they are built. An image’s digital 
signature is verified prior to being loaded. If the digital signature verification fails then the image is 
not loaded. This verification is performed while the device boots before loading the image as well 
as prior to performing an image upgrade. Modifying the image will result in digital signature 
verification failure and the image will not be able to be loaded on an IAP.  

 

Image server URLs are different for IAPs and switches. 

 

Activate 
Every device sold to a customer is automatically recorded into Aruba Activate (Aruba’s 
provisioning and inventory service). Customers may request an Activate login free of cost for 
purposes of inventory management and provisioning. Aruba devices automatically initiate 
communication to Aruba Activate via HTTPS tunnel when they boot up. Activate can then guide the 
device to a management service such as Central. Central natively interfaces with Activate without 
any intervention required from the customer. The only requirement is adding the credentials for 
the Activate account in Central.  A Central account can only be tied to one Activate account. 

 

Version 
Central utilizes a service-oriented architecture and is therefore not subject to traditional version 
number conventions. Different pages in Central could each be served by different applications so 
Central does not have a single version number. 

 

User Interface Landscape 
The Central UI supports all major browsers (IE, Chrome, Firefox, Safari, etc.). 

http://help.central.arubanetworks.com/latest/documentation/online_help/content/public_cloud/get_started/communication_ports.htm?Highlight=ports
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Figure 3-2 Central User Interface Landscape 

 

The Central UI has the following major sections:  

1. App Selector – Used to switch between Central applications 

2. Filter Pane - Used to select a Group, Device, Label, etc. 

3. App Search – Used for searching within an app 

4. Navigation Pane – Allows selection of app-specific options 

5. Data Pane – Displays contents based on the selected navigation pane option  

6. User & Resource Pane – Online documentation, release notes, user settings, and help 

7. Time Selector – Can display data in intervals of 3 hours, 1 day, 1 month, and 3 months 

8. Summary Pane – Provides a summary of device status 

 

Account ID 
All that is required to create a Central account is a valid email address. However email addresses 
can be added or removed at any time and multiple email addresses may exist in a single Central 
account to enable management by multiple administrators. The Account ID is a unique number 
which remains static and was specifically created for purposes of distinguishing between different 
Central accounts and for troubleshooting. To view the Account ID, navigate to the User & 
Resource Pane and select the User Icon shaped like a human: 

 

5 

6 



 

 

 
Aruba Instant Aruba Central | 8 

 
Figure 3-3 Locating the Central Account ID 
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Multiple Accounts 
A single email address can be tied to multiple Central Account IDs e.g., a partner providing 
managed services for customers added as a user in each of their Central accounts. A screen such 
as the one shown in Figure 3-4 will be displayed when the partner logs into Central so they may 
choose the correct account. While users can be added to multiple Central accounts, that is not a 
solution for multi-tenancy. Multi-tenancy solutions are offered through MSP mode. 

 
Figure 3-4 Login Screen for a Single Account Mapped To Multiple Accounts 

 

Inventory 
A device can only exist in the inventory of only one Central account at one time. There are three 
methods of populating Central inventory: 

• Activate 

• MAC Address and Serial Number 

• Cloud Key and Serial Number 

 

Activate 
All devices sold to a customer are automatically moved to the inventory of an account in Activate 
with the same name as the “Company Name” field listed on the purchase order. It is critical to 
ensure that the Company Name value on the purchase order is accurate: 
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Figure 3-5 Sample Purchase Order 

 

Once the Activate credentials have been entered Central’s inventory is synced with all the devices 
in that Activate account. The following points outline how the process works: 

1. A customer called Acme Inc. has an Activate account called "ACME" with folders that have 
names such as "default" and "AW" .The AW is not manged by Central and has a redirection 
rule to AirWave. Devices are present in both the default and AW folders. 

2. ACME administrators map the Activate credentials into a Central account. 

3. Central creates an additional folder called "athena-f-ACME" with a redirection rule to 
Central in ACME’s Activate account. 

4. ACME’s Activate account now contains the "default", "AW", and "athena-f-ACME" folders. 

5. Central syncs all the devices present in ACME’s Activate account (i.e. the devices present in 
the "default" and "AW" folders) which will then be displayed in the Device Inventory page in 
Central. 

6. When a subscription is assigned to devices in Central, then they will be moved to ""athena-
f-ACME" from the "AW" and "default" folders. 

7. If devices are moved out of ACME’s Activate account then they will be deleted from 
Central’s Device Inventory during the next sync. 

8. As long as the devices are present in "ACME" then Central will sync them and they will be 
displayed in the Device Inventory page. 

9. Activate sync runs in the background and it occurs automatically once every 4 hours. 

10. Synchronization with Central can also be manually initiated from Central UI in the Device 
Inventory page once every 30 minutes. 
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Aruba recommends adding Activate credentials as the method to populate the device inventory in Central. It is also 
highly recommended to allow Central to create Activate folders and move devices around in them.  

 

 

MAC Address and Serial Number 
A device can also be added in Central using its MAC address and serial number as long as the 
device is not subscribed in any other Central account. 

 

Cloud Key and Serial Number 
When a device communicates with Activate it generates a cloud key for itself which can be found 
using that device’s CLI. Only the Master IAP in a cluster communicates with Activate and generates 
the cloud key used to add the device to Central. Central is able to query Activate using the cloud 
key and pull all devices in the purchase order into Central inventory. 

 

Being a part of Central’s inventory does not mean the device is managed by Central. It gives the Central administrator 
the option to assign a subscription to the device in inventory which makes the device manageable via Central. 

 

 

Subscriptions 
Aruba Central has a simple and easily applied subscription model consisting of two components 
for each device: 

• 1 Device Management Subscription 

• 1 Service Subscription per device for each service 

 

 
Figure 3-6 Central Subscription 
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Device Management Subscription 
Each device requires a Device Management Subscription at a minimum in order for the device to 
be managed by Central which can then be assigned to an IAP, switch, or SD-branch gateway. The 
act of assigning a subscription to a device will automatically move the device to the Central folder 
in Activate make it manageable via Central. Central has an “Auto Assignment” feature which if 
enabled will assign a device management subscription to all devices in its inventory. 

Devices periodically contact Central every 5 minutes. When the device reaches out to Activate in 
the next period, it learns the new provisioning rule and sets up HTTPS tunnels with Central. Slave 
IAPs also set up tunnels to Central for monitoring and troubleshooting purposes. Configuration is 
propagated from Central to Master IAPs only and from there is coordinated between Master and 
slave IAPs.  

A Central evaluation lasts for 90 days and provides 10 device management and 20 service 
subscriptions including WebCC. 

 

Every IAP in the cluster must be assigned a device management subscription, not just the Master IAP. 

 

 
Figure 3-7 Device Provisioning Process 
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Service Subscription 
Some organizations may require additional functionality for depending on the services needed for 
the network which may be added using service subscriptions. These subscriptions are different 
than Device Management subscriptions and cannot use the “Auto Assignment” feature. E.g., if 
three services are required in an IAP cluster of 4 IAPs then 12 service subscriptions are needed (3 
service subscriptions for each of the 4 IAPs) in addition to 4 Device Management subscriptions. 
These services are highly customizable and organizations may pick and choose which are relevant 
for their deployment. E.g. if presence data doesn’t need to be collected for warehouse APs, then 
those APs will not be assigned a service license. 

 
Figure 3-8 Service Subscription Assignment 

 

Subscription Expiration 
If the subscription of a device being managed by Central expires and a valid subscription is 
available then the device is automatically assigned to that license and will remain connected to 
Central. There is no device specific expirations, rather only the expiration subscription key will 
expire. If no valid subscription is available then the device is disconnected from Central and will 
wait for next provisioning cycle update from Activate and is moved to default folder. During the 
next provisioning cycle the device will not receive a provisioning rule from Activate since it is in the 
default folder and therefore will not connect to Central. 

The local UI of the IAP will be fully functional and the device will operate using the last good 
configuration received from Central. It will not be reset to factory defaults. Central users will still 
be able to login into the Central portal where new subscriptions may be added and assigned to 
devices. Devices with the expired subscription will be displayed as down in Central and if needed 
can be removed by following the method outlined here. If a subscription will expire within 90 days 
an email is sent to Central admin users. 

 

Central Subscriptions commence their countdown from the date of purchase, not the date when they are entered into 
Central system. 

 

 

https://community.arubanetworks.com/t5/Controller-less-WLANs/Deleting-details-of-IAP-from-Aruba-Central/ta-p/291887
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Organization 

There are three major non-hierarchical (cannot be nested) categories used to define devices for 
purposes of configuration and monitoring which are referred to by Central as Constructs: 

• Groups 

• Labels 

• Sites 

 

 
Figure 3-9 Constructs in Aruba Central 

 

Aruba recommends planning and creating constructs for devices prior to onboarding. Constructs 
can be created after device onboarding as well however doing so prior to the onboarding process 
will facilitate the process. 

 

Groups 
Groups are mutually exclusive configuration containers in Central which can also defined as a 
group of devices sharing common configuration settings. Additional information about groups can 
be found here. Groups may be defined according to the following criteria: 

1. There can be several different groups defined in Central. 

2. A group can have multiple devices and multiple device types. 

3. A device can be part of only one group at one time. 

 

 

 

http://help.central.arubanetworks.com/latest/documentation/online_help/content/public_cloud/applications/global_settings/groups/overview.htm?Highlight=groups
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Figure 3-10 Groups and Configuration in Central 

 

In addition to configuration, groups are used for other structures and monitoring as well. E.g.: 

• User management - A user can be granted a role and limited per group 

• Device status and monitoring - View status and performance for devices in a group 

• Report generation - Run reports per group 

• Alerts and notifications - View and configure notification settings for groups 

• Firmware upgrades - Enforce firmware compliance across all devices in a group 

 

There are two types of Groups in Central: 

• User Interface Groups - UI groups refer to the device configuration constructs that allow 
customization and management of configuration parameters through the UI. E.g., the APs 
in a UI group can be configured through the Wireless Management app while 
Aruba switches can be configured using the Wired Management app. 

• Template Groups - Template groups allow admins to customize and manage device 
configurations through CLI-based configuration templates. Devices with similar 
configuration requirements may be combined into a single template group and a common 
configuration template can be pushed to all group members.  

 

Template groups as well as UI groups may both exist together in one Central account. 
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Figure 3-11 Multiple VCs and Switches in a Single Group 

 

User Interface Groups 
User Interface Groups are Groups that allow users to customize and manage device configuration 
through GUI workflows. Each UI Group can hold configurations for multiple different device types. 
E.g., the IAPs in a group can be configured using the menu options under the Wireless 
Management application. Similarly, Aruba switches can be configured using the Wired 
Management application. 

Not every configuration possible in a device’s local UI will necessarily be available as a knob in 
Central UI groups. In such cases it may make sense to use Template Groups or use the following 
method to configure IAPs with options not available through Central. 

A password is required for creating a UI group which Central will also use as the password for all 
group members in lieu of the default password. As a result the group password becomes the 
device login password as well. The password may can be changed in future from Central UI at any 
time. 

The same wireless configuration is propagated down to all IAP clusters within a UI group and the 
same wired configuration is propagated down to all Switches. It is possible to define device-
specific configurations in addition to group configurations, e.g. changing the hostname of device. 

Virtual Controller (VC) parameters such as the VC name can be defined at the group level. These 
configurations do not cause an override in the group configuration and are a built in feature of 
groups since groups allow specific per device fields to be changed for each device and VC. 

https://community.arubanetworks.com/t5/Controller-Based-WLANs/How-to-configure-IAP-with-the-options-which-are-not-present-on/ta-p/291888
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The diagram depicts two clusters: one in San Francisco with two IAPs and one in Los Angeles with 
one IAP with the hostname and VC name are configured as examples. Note that this does not 
cause an override: 

 

 
Figure 3-12 Group Configuration without an Override 

 

A group’s complete wireless and wired configuration can be overridden at an IAP cluster level or 
switch level if required. E.g., the SSID to VLAN mapping for the San Francisco cluster can be 
overridden from the group mapping of 10 to 20 and the SSID to VLAN mapping for the Los 
Angeles cluster can be overridden from the group mapping of 10 to 30. 

Nearly can every group configuration element can be overridden for each cluster. E.g., RADIUS 
server configurations for the San Francisco cluster can be overridden to 192.168.20.100 and for 
can be overridden to 192.168.30.100 for the Los Angeles cluster. 
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Figure 3-13 Group Configuration with an IAP Cluster Local Override 

 

Similarly two switches that are part of the same group could have every element of their 
configuration overridden. E.g., a San Francisco switch has VLAN 1 while a Los Angeles switch has 
VLANs 1 and 2. Local ports on switches can also be shut down if desired. 

 

 
Figure 3-14 Group Configuration with a Switch Local Override 
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These configurations are referred to as local overrides and can be resolved using the configuration 
audit feature in Central. Upon removing a local override, the group configuration is enforced again 
on the devices. 

 

The override feature for groups should be used to treat exception configurations only and should be used rarely. 

 

Aruba Switches have a feature in UI groups called CLI snippets that can be used to push CLI 
configuration snippets to the following devices: 

1. All switches in a group 

2. All switches of a specific model in a group 

3. All switches running a particular software version in a group 

4. A particular switch in a group 

 

Nearly any configuration that can be entered on the CLI prompt of the switch can be pasted in the 
CLI snippet box, pushed to the device, and saved in memory. However, this process can only be 
performed once and will not be implemented on any new switch added to the group in Central. In 
addition, if the switch is factory defaulted then the CLI snippets will not be pushed again. 

 

 
Figure 3-15 CLI Snippets are not pushed upon a Switch Factory Reset 
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The CLI snippet feature should only be used for configurations which are not managed by Central 
UI groups since configurations managed by Central UI groups are audited by Central. E.g., VLAN 
configuration is supported in Central UI Groups and the whole VLAN section and sub commands 
would be audited and overwritten so CLI snippet would not be useful. Additional information on 
CLI snippet configuration can be viewed here. 

 

Template Groups 
Template groups are based on industry standard method of automated network deployments 
where a template and variables are combined to generate configuration for devices. They are 
based on CLI configurations with a minimal usage of the UI, therefore it is imperative that 
administrators implementing Template Groups have strong knowledge of CLI configurations. 
There are less knobs to control compared to UI groups and they can be easily controlled with APIs 
which makes Template Groups suitable for automation. Since Central generates a complete CLI 
configuration for the device, practically any feature that can be configured on device CLI can be 
achieved. 

Template groups are ideal for large scale deployments with cookie cutter designs e.g. a service 
provider with thousands of stores to manage that have similar configuration in stores and a small 
number of differing configuration elements. Template groups also allow an administrator to 
define individual device settings, e.g. hostname, channel, power etc. before the device comes 
online and is active in Central. UI groups on the other hand require the device to be up in Central 
before the same settings can be configured. Central administrators typically need to create 
multiple groups. The following operations help to simplify the process: 

• Clone – A group’s configuration can be cloned completely into a new group with a different 
name. It is not possible to clone a template group. 

• Delete – A group can be deleted. It is not possible to delete the Default Group.  

• Move Devices – Devices can be moved from one group to another group. It is possible to 
move devices from a UI group to a template group. 

Additional details regarding groups can be found here. 

 

 

 

 

 

 

http://help.central.arubanetworks.com/latest/documentation/online_help/content/public_cloud/applications/wired_management/cli_snippets.htm?Highlight=CLI%20snippets
http://help.central.arubanetworks.com/latest/documentation/online_help/content/public_cloud/applications/global_settings/groups/groups.htm?Highlight=clone
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Sites 
A site in Central refers to a physical location where a set of devices are installed; for example, 
campus, branch, or venue. Sites have the following attributes: 

• A site has a unique address associated to it 

• Sites can be used to simplify device onboarding via Install Manager app  

• Sites can be used to monitor the Network via Health Dashboard and Clarity app 

• A device can only be assigned to one site at a time 

• Central supports bulk creation of sites via CSV upload 

 

 
 

Figure 3-16 Adding Sites 
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Labels 
Labels are tags attached to a device provisioned in the network. Labels determine the ownership, 
departments, and functions of the devices. Labels may be used for creating a logical set of devices 
and as filters when monitoring devices and generating reports. 

E.g., consider an IAP labeled with the labels “Building 25” and “Lobby”. These tags identify the 
location of the IAP within the enterprise campus or a building. The IAPs in other buildings within 
the same campus can also be tagged as Lobby. To filter and monitor IAPs in the lobbies of all the 
campus buildings, you can tag all the Instant APs in a lobby with the label of Lobby. Labels are 
primarily used as a filter for monitoring data and have a dedicated Health Dashboard. A device 
can only be assigned maximum of five label tags. 

 
Figure 3-17 Adding Labels 
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Organizational Comparison 

Topic Label Site Group 

Purpose In Central Monitoring Construct Monitoring Construct Configuration Construct 

Hierarchical No No No 

Bulk Creation API only Yes API only 

Location Context No Yes No 

Number per Device 5  1  1  

Contains Multiple Devices Yes Yes Yes 

Assignment Prior To Central No Via Install Manager 
App 

Via Pre Provisioning and 
Install Manager Apps 

Install Manager Can Assign No Yes Yes 

Client Overview Yes Yes Yes 

Generates Searchable 
Reports 

Yes Yes Yes 

Creates Filterable Alerts Yes Yes Yes  

Topology View  Yes No No 

Granular AppRF Information No  No  Yes 

Health Dashboard Label Health Network Health No 

Maintenance App  No No Yes 

Presence Analytics App No Yes No 

Clarity App Yes Yes No 

Users Limited To A Construct No No Yes 

Table 3-1 Organizational Comparison 
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On-boarding Workflows 
The process of aligning devices into different constructs can is referred to as onboarding. There 
are many ways to onboard devices in Central which will be outlined below: 

 

Greenfield Deployment 
New installations generated from scratch are called Greenfield deployments. 

1. Devices are packed in boxes and shipped directly to the actual site/location/branch  

Step Details 

Groups Use Install Manager and Installer app to assign group 

Sites Use Install Manager and Installer app to assign site 

Labels Drag and drop devices to labels after they come up on Central 

 

2. Devices are packed in boxes and shipped to one central staging location  

Step Details 

Groups Pre Provision devices into groups  

Sites Drag and drop devices to sites after they come up on Central  

Labels Drag and drop devices to labels after they come up on Central 

 

3. Devices are plugged in and powered up with their default configuration and can access 
internet 

Step Details 

Groups Devices are moved to a different group after they show up 

Sites Drag and drop devices to sites after they come up on Central  

Labels Drag and drop devices to labels after they come up on Central 

 

The workflow depicted below is recommended by Aruba and consists of the following key 
features: 

• Devices are shipped directly to branch site locations 

• No manual overhead of tracking device inventory and their shipped sites 

• Installers can self-validate device installation status 

• Network administrators can track site installation progress using the install manager app 
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The diagrams below explain the complete process of an install done via using this workflow: 

 
Figure 3–16 Installer Workflow 

 

1. Customer buys the devices and Central subscription key from Aruba 

2. Devices are shipped directly to the branch site locations 

3. An Activate account is automatically created based on customer information on the 
purchase order and the devices are added so said account 

4. Customer requests access to Activate account and creates a login 

5. Customer registers for a Central evaluation 

6. Customer adds the Central subscription key in the account created in previous step 

7. Customer adds the Activate credentials in the Central account to create a mapping 

8. Central’s device inventory is populated with all devices sold to the customer 

9. Customer designs Central constructs based on requirements i.e. label, site, groups  

10. Create groups in Central and add configuration  

11. Create sites in Central and add location information 

12. Map groups to sites in the Install Manager app in Central 

13. Add installer using phone number and assign sites in Install Manager app in Central 

14. Installer receives a text prompting them to download the Installer app 

https://www.arubanetworks.com/products/networking/management/central/eval/
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15. Installer validates using OTP via text 

16. Installer goes onsite and chooses the correct site in the Installer app 

 

 
Figure 3–17 Installer Workflow Cont. 

 

17. Installer scans the device using Installer app 

18. Central checks to see if the device is present in the inventory of the Installer’s Central 
account 

19. Central checks to see if the device is assigned a device management subscription 

20. The device’s status changes to “scanned” in the Installer app 

21. Installer connects the device to the network 

22. Device powers up, checks its reachability to internet, and connects to Central 

23. Device comes up in Central under the correct site and group 

24. Device status changes to “Connected” in the Install app 
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Brownfield Deployment 
Installations where customers migrate from another other management device e.g. AirWave are 
called Brownfield deployments. 

1. Devices are plugged in and powered up with a Non-default configuration and can access 
internet. Their configurations need to be overwritten with configuration in Central. 

Step Details 

Groups Devices show up in an unprovisioned group, then are moved to another group 

Sites Drag and drop devices to sites after they come up on Central  

Labels Drag and drop devices to labels after they come up on Central 

 

2. Devices are plugged in and powered up with a Non-default configuration and can access 
internet. The configuration on the device has to be preserved and converted into a Central 
group. 

Step Details 

Groups Devices show up in un provisioned group and then used to create a group 

Sites After devices come up in Central, drag and drop to sites 

Labels After devices come up in Central, drag and drop to labels 

 

Any device currently managed by AirWave will not go out to Activate to learn about the new 
provisioning rule because if an AirWave configuration is present on an IAP, then the IAP will 
assume it has already been provisioned and will skip any provisioning steps. 

AirWave either has to reset the device to factory defaults or remove the current AirWave 
configuration and provisioning method from the device which will make the device to reprovision 
itself using Activate. 
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Device Group Provisioning Pre-Installation 

Automatic Provisioning  
If a site to group mapping already exists in the install manager app then when the device is 
assigned the mapped group when it comes online at the site. For additional details please refer to 
Greenfield Deployment. 

 

Manual Provisioning 
Once groups have been configured, the inventory has been populated, and licenses have been 
allocated, the devices can be provisioned into their respective groups. This can be done prior to 
device installation. 

E.g., the ACME Company has created 3 groups based on user access requirements, monitoring, 
and configurations. Each group has a different SSID based on the state where the IAPs will 
operate: 

• California 

• Texas 

• New York 

 
Figure 3-18 Manually Provisioning Multiple Groups  

 

In the example above the California location has multiple clusters whereas Texas and New York 
have only one cluster each. Devices land into their respective groups since they have been 
preprovisioned with their respective groups. 
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Device Group Provisioning Post-Installation 

Default Configuration 
A default group is already defined in Central. If a device is not preprovisioned with a group but still 
assigned a subscription it will be placed in the default group when it comes online if it has a 
default configuration. 

 
Figure 3-19 Unprovisioned Device on Default Configuration Placed in Default Group 

 

 

Non Default Configuration 
If device has any existing configuration such as in the case of a migration customer then it is 
moved to the unprovisioned section. A group configuration can then be generated and a new 
group created from the existing device configuration in the unprovisioned section. This 
unprovisioned workflow is typically appropriate and useful for customers migrating to Central. In 
this example a new group named “Portland” is created using existing configuration on IAP Master 
5.  
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Figure 3-20 Creating a Group Using Existing Configuration via Unprovisioned Group 

 

The workflow shown above does not apply to switches. Aruba switches can only join Central during ZTP if they are 
running the factory default configuration with a valid IP address and DNS settings from a DHCP server. 

 

Devices in the unprovisioned section can also be moved directly to a pre-existing group. 

 
Figure 3-21 Moving a Device in an Unprovisioned Section to an Existing Group 
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Cluster Formation and Auto Join 
The figure below depicts a summary of the device provisioning process: 

 
Figure 3-22 Provisioning Flows 

 

As seen in the above example, an IAP cluster must be formed before a connection can be 
established between IAPs and Central. The rule of thumb for IAP cluster election is the IAP with 
longer uptime generally becomes the Master IAP and all the other IAPs become slave IAPs. There 
are no primary, secondary, or tertiary Master IAPs, because Aruba believes in a truly distributed 
controllerless solution where controller functionality is divided between the whole cluster and not 
just a function of a single IAP. Any IAP in the cluster can play the role of Master IAP. However, the 
election can still be influenced if needed by using the preferred master feature. For additional 
details please refer to Chapter 1 of this VRD. 

Another important aspect of cluster formation is the software image on the IAPs. Each IAP model 
could potentially have a different image. E.g., the image of an IAP 325 will differ from image of an 
IAP 225. However, if both IAPs have to form a cluster, they must run the same software version. 
An IAP trying to join a cluster will first try to find an existing cluster member of the same model by 
consulting the master IAP. If it successfully finds one then the IAP attempting to join the cluster 
will download the image from the existing IAP in the cluster of the same model. 
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Figure 3-23 IAP Cluster Formation and Image Upgrade from IAP Cluster Member Seed 

 

If an IAP of the same model is not present in the cluster then the Master IAP will direct the IAP 
trying to join to fetch the image from Aruba Cloud Image Server: 

 
Figure 3-24 IAP Cluster Formation and Image Upgrade from Cloud 
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Aruba recommends creating clusters where all IAPs are of the same model. 

 

Following commands can be used on IAPs to debug any provisioning or cluster formation issues: 

 

Show log ap-debug 

Show log provision 

 

After cluster formation both slave and Master IAPs reach out to Activate but only the Master IAP 
learns the provisioning rule. The master IAP drives the provisioning process for the whole cluster. 
HTTPS Tunnel formation consists of exchanging SSL certificates which need the device time to be 
accurate. When devices communicate to Activate upon bootup they ensure their time is accurate 
using HTTP headers eliminating dependency on NTP. 

 

An IAP’s running configuration has following parameters enabled: 

 

allow-new-aps <Enabled Auto Join> 

allowed-ap <MAC-address> 

 

The MAC addresses are populated based on cluster members. Once cluster is formed Central 
learns about all current cluster members and adds them as allowed APs. However, to avoid any 
invalid future cluster members it is recommended to disable the Auto Join feature. Additional 
details can be found through the following link. 

If any new IAPs need to be added in a predetermined window of time administrators have two 
options:  

1. Add the MAC address in the Central UI for the cluster 

2. Enable auto join, let IAPs Central learn about the new IAPs and add them in whitelist, then 
disabling auto join 

 

 

 

 

 

 

 

https://community.arubanetworks.com/t5/Controller-less-WLANs/How-to-selectively-allow-an-IAP-to-join-the-IAP-cluster/ta-p/183252


 

 

 
Aruba Instant Aruba Central | 34 

Monitoring 
Central validates device connectivity through the network Websocket connection that device 
maintains. If Central doesn’t receive a status update from device for 5 mins then it marks that 
device offline. This interval is currently not configurable. 

Central provides multiple options to monitor the network: 

 

Health Dashboard 
• Context 

 Site 

 Label 

• Data Source 

 Summary (All Devices supported by Central) 

 Gateway 

• Views 

 Summary View 

 Detailed View 

• Indicators 

 Grid 

 Status 

 

The Summary View has a tabular summary of all context elements. E.g. all sites. 

 
Figure 3-25 Summary View 
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The Detailed View provides more information on each site and is connected to the Topology View 
as well. 

• Change Log 

 Configuration 

 Firmware 

 Reboot 

• Summary Statistics 

 Number of wireless clients 

 Wireless bandwidth 

• System Health 

 Device Up & Down Status 

 High CPU 

 High Memory 

• RF Health 

 2.4 Ghz Utilization 

 5 Ghz Noise 

• Client Health 

 Connectivity Score – Borrowed from Clarity app 

 

Alerts 
Set of combined events can generate an alert with an associated severity level and can be 
delivered via an email or HTTP webhooks. The following alerts are enabled by default in Central: 

Alert Severity 

VC Disconnected Major 

Rogue AP Detected Major 

User Account Added Major 

Switch Disconnected Major 

Switch Detected Major 

Table 3-2 Alert Summary 
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Reference Architecture 
There are many ways Central can be deployed to manage networks. This section outlines a couple 
of use cases that have been solved by using Central as a management solution. The following 
factors may vary from deployment to deployment: 

• Additional Service Apps used e.g. Presence Analytics, UCC 

• Groups: UI Groups or Template Groups 

• Site Group & Label Structure 

• On Boarding Workflow 

• Operating Mode: Standard Enterprise or MSP 

 

Consider a scenario where ACME Inc. wants to provide its 10,000 employees across the country an 
option to work from home. 

• Wireless connectivity at employee homes should have access to resources at their 
redundant corporate data centers, making IAP VPN a better fit 

• The UCC app will be used to find voice quality of on premise skype for business calls 

• The Guest app will be used to create an additional SSID for each home network 

• Each home will be called a site with an associated address. Sites will be created via bulk 
upload 

• Each employee is considered an installer and provided an IAP 

• Each employee’s name will be a label attached to the AP along with labels of the 
employee’s organization 

• Since every feature can be supported via UI groups and there is no need for automation of 
configuration via API UI groups are a better fit 

• Every employee acts as an installer and is given an AP303H to into their home’s DSL router 

• This is a standard enterprise mode operation of Central 

• ACME will create one group consisting of all devices since configuration of each employee’s 
home is identical and employees do not require access to the Central UI 

• The IAP VPN SSID will operate in CL2 - full tunnel mode with the exception of IAP - Central 
communication as it stays outside the tunnel 

• The IAP VPN SSID is authenticated from CPPM in the redundant data centers 

• IAP VPN tunnels will be created to both controllers in both data centers, however since the 
IAPs will be able to use only one tunnel at one time load balancing will not be used 

• IAP to Central traffic stays outside the IAP VPN tunnel due to the following 8.3 
enhancement 

https://www.arubanetworks.com/assets/ds/DS_AP303H.pdf
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Figure 3-26 Reference Architecture 1 
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